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Abstract

With the advancement of digital payment technologies, central banks worldwide have
increasingly begun to explore the implementation of Central Bank Digital Currencies
(CBDCs). This paper presents a comprehensive review of the latest developments in
CBDC system design and implementation. By analyzing 135 research papers published
between 2018 and 2025, the study provides an in-depth examination of CBDC design tax-
onomy and ecosystem frameworks. Grounded in the CBDC Design Pyramid, the paper
refines and expands key architectural elements by thoroughly investigating innovations
in ledger technologies, the selection of consensus mechanisms, and challenges associated
with offline payments and digital wallet integration. Furthermore, it conceptualizes a
CBDC ecosystem. A detailed comparative analysis of 26 existing CBDC systems is con-
ducted across four dimensions: system architecture, ledger technology, access model, and
application domain. The findings reveal that the most common configuration consists
of a two-tier architecture, distributed ledger technology (DLT), and a token-based ac-
cess model. However, no dominant trend has emerged regarding application domains.
Notably, recent research shows a growing focus on leveraging CBDCs for cross-border
payments to resolve inefficiencies and structural delays in current systems. Finally, the
paper offers several forward-looking recommendations for future research.
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1. Introduction

The 2008 financial crisis eroded public confidence in centralized financial institutions.
During this period, private digital currencies, represented by Bitcoin, emerged [1, 2]. The
increasing influence of digital currencies has put pressure on governments to safeguard
public sovereignty [3]. This has driven central banks to conduct research on their own
digital currencies. Various factors contribute to the development of Central Bank Digital
Currencies (CBDCs) in different countries, such as ease of payment, financial inclusion,
and the search for stable means of payment [4]. At present, numerous nations are actively
researching (CBDCs) and deliberating on their design and implementation [5, 6, 7]. The
widespread adoption of mobile payments reflects growing consumer demand for secure
and efficient digital transaction methods.

There is currently no universally accepted definition of central bank digital currency
(CBDC) [8]. The Bank for International Settlements (BIS) initially referred to CBDC
as a general concept rather than a specific term [9], and later defined it as a new form
of digital currency, denominated in national currency units and directly issued by the
central bank [10]. Ward and Rochemont [11] described CBDC as a digital representation
of central bank money, distinct from traditional reserve or settlement accounts. Bjerg
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[12] emphasized its characteristics as ”electronic,” "universally accessible,” and ”central
bank issued.” For depositors, CBDC may function as a substitute for interest-bearing
commercial bank deposits [13]. A more concise definition frames CBDC as a digital
currency issued by national or regional central banks [14].

The primary objectives of CBDC issuance include promoting financial inclusion, en-
hancing monetary policy effectiveness, improving financial stability, and increasing the
security and efficiency of both domestic and cross-border payments [15, 16]. Enabled by
advances in computer technology [14], CBDCs act not only as policy instruments but also
as catalysts for the transformation toward more secure, inclusive, and efficient payment
systems [17].

Unlike commercial bank deposits, CBDCs are issued by central banks, denominated
in national currency units, and backed by sovereign credit. Some implementations utilize

distributed ledger technology (DLT) to enhance transaction speed. CBDCs can be stored

in digital wallets and do not necessitate a traditional banking relationship. As noted by
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Bech et al. [18], decentralization enables CBDCs to facilitate peer-to-peer transactions
in a manner similar to cash.

CBDCs and electronic money exhibit functional similarities, both provide convenient
means of payment and help reduce transaction costs [19]. However, CBDCs further
demonstrate the ability to maintain monetary value [20]. Compared to cryptocurrencies|[21],
the monetary policy of a CBDC is determined by the central bank, while the currency
exchange system may operate independently of that policy. Regardless of the underlying
technology, CBDCs are centralized in terms of regulation. In contrast, the monetary
policy of cryptocurrencies is embedded in the underlying blockchain protocol, which
simultaneously governs both protocol rules and transaction execution. Cryptocurren-
cies are decentralized, emphasize privacy autonomy, and are characterized by high price
volatility.

A 2023 survey conducted by the Bank for International Settlements (BIS) revealed
that approximately 94% of responding central banks are actively engaged in CBDC
research [22]. Among them, 81% are developing proofs of concept, and around 33%
have launched pilot projects. Several countries — e.g., Jamaica, the Bahamas, and
Nigeria — have already issued CBDCs. In major economies, research has also advanced
considerably. For example, China is conducting a large-scale pilot of its Digital Currency
Electronic Payment (DC/EP), known as the e-CNY, and is participating in cross-border
CBDC initiatives like Project mBridge, in collaboration with Thailand, the United Arab
Emirates, and others.

While most central banks have initiated CBDC-related work, the degree of progress
varies significantly across jurisdictions. As state-backed digital currencies, CBDCs must
incorporate robust safeguards for infrastructure and user privacy. These concerns ne-
cessitate design considerations not only prior to issuance but also through continuous

technological improvements to mitigate evolving vulnerabilities.

1.1. Data Collection

In this paper, an extensive literature review on CBDCs was conducted, and the initial
search yielded 346 articles. To ensure the quality of citations, we screened the literature

based on citation counts. The final selection consisted of 135 articles which are chosen



Economic and
Political Perspective

6%
Other

CBDC Security 4% Technical Report
and Privacy and Working

Protection Paper

9% 22%
Design
Framework
15%
Related
Technologies
24%

Comprehensive Content
21%

Technical Report and Working Paper Related Technologies
Comprehensive Content Design Framework

CBDC Security and Privacy Protection = Economic and Political Perspective
Other

Figure 1: Categories of the papers cited in this review.

based on relevance, quality, timeliness, and completeness of data. Categories of the

papers cited in this review is depicted in Figure 1.

e Asshown in Figure 1, 22% of the 135 cited articles are research reports and working
papers from authorities such as the Bank for International Settlements (BIS) and
central banks. These organizations remain the primary authoritative sources of
research on CBDCs, and their articles describe experiments, pilots, implementation
experiences, and problem summaries of CBDC systems by authorities in various
regions and countries, including central banks and technical agencies involved in

CBDC development.

e 24% of the articles focus on related technologies, detailing technologies that can be
applied to or have already been integrated into CBDC systems, such as Distributed
Ledger Technology (DLT) and blockchain.
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e 15% of the articles are dedicated to CBDC system design offering an in-depth
exploration of the design taxonomy. System design remains a central focus of
research, as there is currently no standardized offering an in-depth exploration of
the design taxonomy for CBDC system design. Much of the research continues
to explore different design possibilities. Moreover, research on related technologies
often focuses on their systematic integration to effectively fulfill the objectives of

CBDC design. Few articles address the optimization of existing systems.

e 9% of the articles focus on the security and privacy aspects of CBDCs. These
articles primarily discuss how to secure CBDC systems and protect user privacy,

emphasizing the critical importance of these issues.

e 6% of the articles examine the economic and political perspectives of CBDCs. These

articles explore the political, economic, and social impacts of CBDC systems.

e 21% of the articles adopt a multi-perspective approach, addressing CBDC sys-
tems from the aspects of technology, design, privacy, security, and economic policy.
These articles explore the intersection of multiple factors and their impact on the

development and implementation of CBDCs.

e The remaining 4% cover other topics, primarily research methodologies, relevant

techniques, and citations from authoritative literature.

The time distribution of the cited papers is shown in Figure 2, spanning from 2016
to 2025. The majority of these articles were published between 2020 and 2024, with
only 12 articles published before 2019. Among all the articles, four are official dynamic
web pages, which are continuously updated over time and thus were not included in the
temporal statistics for this analysis.

We have also summarized the 38 most recent publications on CBDCs for the years
2024-2025, as shown in Table 1. It can be seen that the majority of the articles originate
from technical reports and working papers issued by central banks and international
institutions. In addition to these, a substantial number of studies focus on enabling
technologies and system architecture, particularly design taxonomies and implementa-
tion frameworks. By contrast, relatively few works address the broader economic and
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Figure 2: Distribution of cited papers by year.

regulatory implications of CBDC deployment. The design and implementation of CB-
DCs involve multifaceted challenges, including technical feasibility, privacy protection,
financial inclusion, and system integration. Experimental projects across various coun-
tries and regions have provided valuable practical experience, highlighting key issues and
potential technical solutions that will be crucial in the future design and adoption of

CBDCs.

Type Papers from 2024 to 2025

Technical Report and Working Paper [23], [24], [25], [26], [27], [28], [29], [30], [31]
Related Technologies (1], [32], [33] , [34], [35], [36], [37], [38], [39]
Comprehensive Content [22], [21], [40], [41], [42], [43], [44], [45], [46]
Design Taxonomy [20], [47], [48], [49], [50], [51], [52]
Economic Implications and Policy Considerations [2], [53], [54]

Table 1: Papers from 2024 to 2025.

1.2. Contributions

This article surveyed the latest CBDC-related articles and made the following con-

tributions:



o FExtended CBDC System Design Taxonomy. Building upon the existing CBDC de-
sign pyramid, this study refines and extends the design taxonomy by incorporating
updated insights from 135 academic and official publications. The enhanced tax-
onomy provodes a clear perspective on CBDC system design, helping subsequent

researchers to quickly grasp the architecture of CBDC systems.

e Conceptualization of the CBDC System Ecosystem. Beyond technical classifica-
tions, this paper proposes a comprehensive CBDC system ecosystem that inte-
grates system architecture, ledger technology, access model, and application sce-
narios. This ecosystem-oriented view supports a more holistic understanding of

CBDC design and deployment.

o Summary of 26 CBDC Projects Design Projects. This study reviews and organizes
the design features of 26 existing CBDC projects along four key dimensions: sys-
tem architecture, ledger technology, access model, and application areas. These
design choices are presented in a table, revealing that the most frequently adopted
combination is a two-tier architecture with distributed ledger technology and a

token-based access model.

e Forward-Looking Research Recommendations. Finally, the paper outlines several

forward-looking directions for future research

1.8. Organization

This paper is structured as follows: Section 1 provides an introduction to the paper
and an overview of CBDC systems. Section 2 describes specific aspects of CBDC system
design and outlines the ecosystem of a CBDC system. Section 3 discusses the global
status of CBDC design and the current challenges faced. Section 4 presents a brief
discussion on the security and privacy protection of CBDC systems as well as their

economic and political implications. Finally, Section 5 concludes the paper.

2. CBDC System Design Taxonomy

The fundamental taxonomy of CBDC systems is intrinsically linked to user needs,

with key design dimensions interacting dynamically [55]. As illustrated in Figure 3,
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DLT-based or Conventional

Architecture: Indirect or Direct

Figure 3: The CBDC taxonomy pyramid, adopted from [55].

CBDC systems are structured around four core design dimensions. At its foundation is
the system architecture, which includes three types: direct, indirect, and hybrid. In a di-
rect model, the central bank manages all transactions and balances. The indirect model
relies on intermediaries to hold user accounts, with the central bank overseeing them.
The hybrid model blends both approaches—offering flexibility and complexity—allowing
customization based on the roles of the central bank and intermediaries. This architec-
tural choice influences the selection of ledger technology, which can be either distributed
(DLT) or centralized (CLT). Regardless of the approach, the CBDC system must remain
secure and resilient.

The ledger infrastructure determines data update mechanisms while directly impact-
ing privacy and security. It also determines how users access the system—either through
identity verification (account-based) or by presenting an cryptographic token (token-
based). The access model further impacts the complexity of cross-border settlements,
which must be built on the wholesale layer of CBDC. In terms of application area, CB-
DCs are divided into retail (for the general public) and wholesale (for high-value financial
transactions).

In designing a CBDC, additional factors beyond the four core dimensions in Figure

3 must also be considered. As shown in Figure 4, the taxonomy pyramid diagram re-
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fines Figure 4 further refines the taxonomy by elaborating on each core dimension—such
as distinguishing between permissioned and public DLT under Ledger Technology—and
introducing extended dimensions including consensus algorithms, programmability, on-
boarding, and spatial coverage. This taxonomy offers a flexible and comprehensive guide
for tailoring CBDC systems to diverse technical, regulatory, and policy needs. The fol-

lowing sections will explore each aspect in depth.

2.1. System Architecture

The choice of CBDC architecture influences the system’s functions, processing effi-
ciency, security, and its impact on financial systems [47, 59, 53]. It also determines the
complexity of implementing a CBDC system and its various system properties. In gen-
eral, the architecture is divided into one-tier and two-tier systems, although some have
proposed architectures with three or more tiers [60, 61], which however can be regarded
as a further refinement of the 2-tier system.

Mirroring traditional monetary systems—which separate interbank and non-bank cir-
cuits via commercial banks—CBDC architectures are commonly categorized into one-tier
or two-tier models, as shown in Figure 4. In a one-tier model, the central bank inter-
acts directly with end users, offering simplicity and real-time control but imposing a
heavier operational load on the central bank. In contrast, the two-tier model delegates
user-facing functions to financial institutions, easing the central bank’s burden while
maintaining oversight. Indirect and hybrid architectures fall under this category, often
improving scalability and user experience through institutional collaboration.

A common feature is the further decentralization of some transaction processing re-
sponsibilities to relevant CBDC agencies, The additional tier can also serve as a privacy
feature [61]. Through dynamic virtual addresses or other privacy-protecting mechanisms,
relevant organizations can conceal the true identity of their customers, thereby protecting
trade secrets. Only the regulator and the institution are aware of the mapping between
the virtual address and the real customer identity. For example, assigning certain CBDC
functions to single or multiple operating agencies [60]. A single operator enables uniform
transaction processing but poses higher risks of privacy breaches and data centraliza-

tion. In contrast, multiple operators mitigate data monopolies through decentralization,
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though they increase system complexity and regulatory oversight demands.

Furthermore, system design can also be analyzed through the distribution and main-
tenance of system state across participants. A complementary dimension of CBDC sys-
tem classification concerns the distribution and maintenance of system state across par-
ticipants. As illustrated in Figure 4. One such classification includes five models[5]:
Centralized, Leaderless, Macro-partitioned, Micro-partitioned, and Direct.

In the Centralized model, a single entity maintains the state, allowing for easier reg-
ulatory oversight, legal data access, and efficient support for online transactions and
system scalability, albeit with reduced user privacy. The Leaderless system distributes
control through consensus among multiple entities, providing similar benefits to cen-
tralized models with improved resilience via data replication. However, it compromises
privacy and scalability as data volume increases. The Macro-partitioned model distribute
transaction processing across multiple entities, each managing a partition that may in-
clude shared states. They support online payments but provide limited privacy. The
Micro-partitioned systems divide the state into smaller segments, some controlled by
users, enhancing privacy but increasing complexity in system expansion and online op-
erations. As these models lack global state replication and require central coordination.
In the direct model, transactions are overseen solely by the participants without third-
party involvement, resembling cash. This approach enhances privacy, data security, and
offline capability, but limits online functionality and regulatory oversight. This model is
generally suitable only for low-value transactions.

Each model reflects trade-offs among privacy, scalability, regulatory compliance, and
operational complexity. The choice of system operating status is not only influenced by

the system architecture but also closely related to ledger technology.

2.2. Ledger Technology

The interaction among CBDC participants determines whether infrastructure and ac-
cess rights are centralized or decentralized, directly influencing the design and operation
of the core ledger, as discussed in subsequent sections. The choice of ledger technol-
ogy influences system performance metrics such as scalability, throughput, latency, and

fault tolerance. The core ledger also records issuance data and transaction flows [62]. As
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shown in Figure 4, CBDCs are typically categorized into three types based on their ledger
infrastructure: Centralized Ledger Technology-based CBDC (CLT-Based CBDC), Dis-
tributed Ledger Technology-based CBDC (DLT-Based CBDC), and hybrid CBDC [63].
CLT-based CBDC relies on a centralized database for transaction recording and vali-
dation, aligning closely with conventional account-based banking systems. In contrast,
DLT-based CBDC uses blockchain or other distributed ledgers to enable secure, transpar-
ent transactions within a decentralized network. The following subsections examine the
three major categories of ledger technology in CBDC systems: centralized, distributed,

and hybrid models.

2.2.1. Centralized Ledger Technology(CLT)

A Centralized Ledger (CL) refers to a system where a single trusted entity man-
ages and validates all transactions, typically using traditional techniques for centralized
recording and authorization [64]. CLT-based CBDC systems require a trusted insti-
tution—typically the central bank—to oversee and maintain the ledger. Due to their
strong alignment with monetary governance, CLs are widely favored by countries design-
ing CBDCs. These systems rely on centralized databases, often using relational models
such as MySQL, Oracle, or SQL Server, which are standard in financial and enterprise

applications.

Limitations of CBDC based on CLT. When utilizing CLT, the storage and management
of data are centralized at a single central node, with other nodes only able to retrieve or

send data to the center. This architectural pattern gives rise to several key drawbacks:

o FEuzcessive Power of the Central Node [65]. The central node holds significant con-
trol, with limited external oversight, potentially compromising transparency, user

rights, and system security.

e Single Point of Failure (SPF) Risks. The system’s reliance on one central node
creates a vulnerability—its failure may halt the entire system. Although primary-
backup architectures, redundancy backups, or disaster recovery mechanisms can

mitigate this, the SPF risk remains inherent.
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e Limited Privacy [64]. Centralized storage grants default access to all transaction
records, heightening privacy risks. While access control, data minimization, or

encryption can help, the risk is not eliminated.

e Lack of Rigorous Verifiability [66]. Centralized control limits users’ ability to inde-

pendently verify data integrity, especially in cases of tampering.

These issues collectively increase the risk of data leakage. While Data Leakage Preven-
tion (DLP) systems are commonly employed, relying on DLP alone may be insufficient.
It is important to consider combining DLP with other tools, such as zero-knowledge

proofs (ZKP) and differential privacy techniques [67, 38].

CLT Innovation for CBDC Systems. Proposed in 2020[68], LedgerDB is a centralized
ledger (CL) database offering blockchain-like features such as tamper resistance, non-
repudiation, and enhanced auditing, while maintaining data consistency and security
through centralized management. It presents a viable alternative to permissioned blockchains.

Its architecture includes three core components: Ledger Master, which manages meta-
data and coordinates cluster-level events. Ledger Proxy, which receives, pre-processes,
and routes client requests to the appropriate servers, and can directly access the storage
layer to handle transaction payloads. Ledger Server, which completes request processing
and stores data in the underlying storage layer.

Like traditional centralized databases, LedgerDB enables fast transaction processing
through a single control point, resulting in low latency under stable network conditions.
Its throughput surpasses that of blockchain systems. LedgerDB also offers blockchain-
like features, including timestamping, tamper-evidence, non-repudiation, and auditing
capabilities for tracking user behavior and operational traces. It supports verifiable data
deletion, such as purging obsolete records to save space and hiding records to meet regu-
latory demands, enhancing its real-world applicability. However, reliance on third-party
timestamping for external audits poses potential risks. Additionally, while auditability of
deleted data is supported, it introduces technical complexity, higher maintenance costs,

and potential challenges in ensuring data consistency and audit accuracy.
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2.2.2. Distributed Ledger Technology(DLT)

Recent CBDC research increasingly favors permissioned distributed ledger platforms
that ensure settlement finality—meaning transactions are irrevocable—and incorporate
robust data privacy protections [69]. In contrast to CLT, DLT is a ledger shared across
a network of nodes, where the consistent state of transactions is stored and replicated at
each node [32]. DLT offers superior security features [70, 71], mainly by reducing data
integrity risks, availability risks, and privacy risks related to system access [15].

Blockchain technology is a desirable method for implementing DLT. In blockchains,
all data is stored in discrete blocks, and these blocks are linked in a chain. Each new
child block is linked to the previous parent block through a hash value. During this pro-
cess, all previously generated blocks are verified [32]. Individual nodes in the blockchain
maintain a complete record of valid blocks. Since some blockchains do not have super-
visory institutions, a consensus mechanism is necessary to ensure the system functions
properly. Consensus mechanisms are also used to ensure the consistency and validity of
block data in blockchains supervised by a central node. The four core components of
blockchain are: block, chain, network, and smart contract.

Blockchain-based DLT's offer synchronized and immutable records across nodes [72].
These features facilitate auditing and regulation, making blockchain an ideal choice for
CBDC. In addition, the adoption of blockchain-based CBDC contributes to cost re-
duction, improved payment efficiency [57], and enhanced cross-border payments [73].
Blockchain implementation relies heavily on cryptography and consensus algorithms [74].
The ISO/IEC 11179 metadata registry eas proposed to be used in blockchain-based

CBDC systems to ensure proper CBDC transactions and interoperability [73].

DLTs used in CBDC. Typically, there are public, consortium, and private blockchains
[67]. Among them, consortium chains and private blockchains are collectively referred
to as permissioned blockchains, i.e., blockchains that require permission from the rele-
vant organization to be accessed. Anyone can participate in public blockchains without
permission, where UTXO (Unspent Transaction Output) is used to prevent double spend-
ing [75]. Specifically, each transaction output can only be used once, thus ensuring the
uniqueness and non-tampering of the transaction.

Several studies have reflected on the adoption of permissionless block-chains for
14



CBDC [76, 32, 48]. While this would reduce development costs, transaction costs are
higher, and central banks are subject to the network rules of the blockchain. To address
these issues, less reliance on the underlying blockchain rules is required [48]. A con-
sortium blockchain consists of multiple organizations federated together as nodes of the
blockchain, and authorization is required to access the blockchain. In contrast, a private
blockchain is controlled by a single organization that manages the ledger maintenance.

Permissioned blockchains are more aligned with the regulatory requirements needed
by CBDC [72]. Moreover, a CBDC based on a Permissioned Blockchain Network (PBN)
can reduce SPF risks and achieve zero downtime through redundancy and high availabil-
ity design, enabling commercial banks to interact with each other without going through
the existing Real-Time Gross Settlement System (RT'GS). Currently available platforms
for permissioned blockchains include, but are not limited to, Corda, Hyperledger Fabric,
Hyperledger Iroha, Hyperledger Besu, Elements, Interledger, and Bitt [70]. Each plat-
form has its own characteristics, and the right platform should be chosen based on the
requirements for CBDC.

As for the choice of CBDC structure, a characterization of the different blockchains is
presented in Table 2. Features such as cross-border transaction speed, interoperability,
transparency, trust, security, and decentralization are present to a high degree in public
DLT, a medium degree in consortium DLT, and a low degree in private DLT. In contrast,
features such as domestic transaction speed, throughput, and scalability are high in
private DLT. Consortium DLT and private DLT require permission.

In terms of cost, public DLTs are more expensive to be developed in the initial phase,
mainly due to the need for complex consensus mechanisms and higher computational
resources. However, in the maintenance phase, the cost may decrease as the network
size stabilizes. Private DLTs are easier to deploy in early stages but tend to incur higher
maintenance costs as they scale. Consortium DLT is typically at an average level. In
addition to the features in Table 2, it is essential to consider the following issues when
choosing a DLT for CBDC [32]: Byzantine Fault Tolerance (BFT), Immediate Block
Finality (IBF), and Smart Contract Support (SCS), to ensure that the CBDC’s technical
foundation is secure and reliable.

On the other hand, some scholars [77, 78] categorize blockchains used in CBDCs
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Different DLT Structures for CBDC

m Public DLT Consortium DLT Private DLT

Cross border Transaction Speed High Medium

Domestic Transaction Speed Low Medium High
Permissioned No Yes Yes
Interoperability High Medium Low
Transparency High Medium Low

Cost High in the beginning Medium Low in the beginning

Low during the operation High during the operation

Trust High Medium Low
Security High Medium Low
Throughout Low Medium High
Decentralization High Medium Low
Scalability Low Medium High

Table 2: DLTs used in CBDC, adopted from [32, 57].

and cryptocurrencies into two types: ABC (Account Blockchain) and TBC (Trading
Blockchain). As their names imply, ABC stores and transmits account information,
while TBC manages transaction execution and related data. Separating accounts from
transactions across multiple nodes enhances scalability and manageability, and reduces
transmission paths, thereby lowering the risk of information leakage. However, this

approach also increases system complexity and requires more detailed design.

Consensus algorithms, smart contracts, and interoperability. Consensus algorithms are
essential in ensuring consistency across distributed nodes. The choice of consensus al-
gorithm is crucial for CBDC, as it directly affects the system’s performance, scalability,
security, and governance [47]. The core features to consider for CBDC’s consensus algo-
rithm are security, finality, and efficiency, in addition to trade-offs between transaction
throughput and decentralization [47]. The decentralization of CBDC is within the system
and is further divided into political, architectural and logical decentralization. Typically,
CBDCs are politically and logically centralized and architecturally decentralized (Trans-
action throughput refers to the number of transactions that are capable of being processed
per unit of time).

Comparison of consensus algorithms adopted in CBDCs is given in Table 3. The
16



Consensus algorithm Core requirements
Security Finality Efficiency?® | Transaction throughput | Decentralization
PowW High Probabilistic Low Low® High
PoS High Either High Low® High
DPoS High Either High Average Average
PoA Average | Deterministic High Average Average
Validating Notary Service High Deterministic High Average Low
Non-Validating Notary Service | Average | Deterministic High High Low

Table 3: Comparison of consensus algorithms used in CBDCs, adopted from [47].

consensus algorithms include Proof of Work (PoW), Proof of Stake (PoS), Proof of Au-
thority (PoA), Delegated Proof of Stake (DPoS), and Notary Service (Validating Notary
Service and Non-validating Notary Service) [47].

PoW secures the ledger by requiring nodes to solve computational puzzles, ensuring
integrity but incurring high energy costs and low throughput. Its security stems from
the economic infeasibility of controlling over 51% of network power, though it introduces
risks from hidden attackers and limited scalability.

PoS systems, validators are selected either randomly based on pledged cryptocurrency
or automatically upon meeting a pledge threshold. This ensures a fair and decentralized
allocation of validation rights while preserving network security and integrity. Depending
on the method, transaction finality can be deterministic or random. PoS is energy-
efficient and offers high throughput but may lean toward centralization, as validator
power correlates with token holdings or stakes.

DPoS achieves high efficiency by allowing token holders to elect a small set of val-
idators to generate and verify blocks, though at the cost of reduced decentralization. Its
security relies on economic disincentives for malicious behavior. As an extension of PoS,
DPoS offers similar finality but higher throughput due to fewer participating nodes.

PoA relies on a group of pre-screened or certified nodes to validate transactions, of-
fering energy efficiency and fast confirmation but with limited decentralization. Security
is maintained by these trusted nodes, which is generally acceptable in CBDC systems.

Notary Service ensures transaction uniqueness via a central bank-operated notary

node. It is efficient and offers fast confirmation but is the least decentralized. There
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are two types: non-validating, which only records transactions, and validating, which
also verifies them. The authenticated type enhances security in untrusted networks but
lowers throughput, while the unauthenticated type assumes trusted nodes and achieves
higher throughput.

Given CBDC’s need for efficiency, finality, and energy conservation, PoA, DPoS,
and notary-based mechanisms are more suitable than PoW or PoS, aligning better with
regulatory and operational requirements.

Another widely adopted consensus mechanism in CBDC system is Byzantine Fault
Tolerance (BFT), which enables distributed networks to achieve agreement even in the
presence of faulty or malicious nodes. It is resilient to various faults, including mali-
cious behavior, and can tolerate up to one-third of nodes failing or acting dishonestly. A
well-known variant, Practical Byzantine Fault Tolerance (PBFT), has been implemented
in real-world CBDC trials such as South Africa’s Project Khokha [79]. PBFT empha-
sizes high security and strong consistency, making it well-suited for stable, permissioned
environments with known participants.

Smart contracts are self-executing programs deployed on the blockchain that auto-
mate transactions based on predefined conditions, reducing the need for manual interven-
tion. The programmability of smart contracts allows processes that originally required
manual operations to be automatically executed, and enables them to be modified ac-
cording to different business needs. In the CBDC system, smart contracts are used
in transactions, settlements, order processing, and more. Their traceability can reduce
the risk of fraud and default [80]. Additionally, compared to users directly deploying
smart contracts, achieving the liquidity of CBDC in smart contracts through integrated
solutions, such as bridging, may be more reliable and secure [81]. However, the adop-
tion of DLT technology has introduced certain obstacles to financial crime investigations
and conflicts with some data privacy regulations, such as the General Data Protection

Regulation.

Data security. For Distributed Ledger Technology (DLT)-based CBDCs, data security
is a critical concern. Whether the CBDC runs on a permissioned or permissionless
blockchain, the primary security threats are spoofing, tampering, and information leak-

age [82]. Alternative solutions to address these issues include Secure Multiparty Com-
18



putation, Zero Knowledge Proof, Ring Signature, and Homomorphic Encryption [15]. In
addition to these approaches, data encryption plays a particularly essential role in solving
these problems. To enhance data security beyond traditional encryption, commitment
schemes such as the Pedersen Commitment Scheme[83] can be applied. It protects ledger
privacy, verifies transaction amounts, and ensures integrity by allowing participants to
commit to a value without revealing it, while preventing subsequent alterations. With the
advancement of quantum computing, traditional encryption algorithms face increasing
vulnerability. To mitigate this threat, post-quantum cryptographic algorithms—designed

to resist quantum attacks—should be considered to ensure long-term system security [33].

2.2.3. Hybrid Models

While blockchain and DLT are frequently discussed in the context of CBDCs, full
decentralization is often deemed incompatible with central control over monetary policy,
user privacy, and data governance. Given the uncertainty around blockchain’s suitability
for CBDC, hybrid models have gained attention from researchers and policymakers.

Scholars have proposed a digital currency model combining account-based fund man-
agement with electronic cash transaction processing, realized in the Platypus system [84].
In Platypus, each participant holds a central bank-signed account commitment contain-
ing a serial number and balance. During transactions, both parties reveal their account
serial numbers and use zero-knowledge proofs to verify authenticity, ensuring that the
total balance remains unchanged.This allows for completely anonymous transactions [84].
This approach not only protects transaction privacy but also simplifies regulatory im-
plementation. Leveraging traditional account databases improves transaction speed and
lowers client-side requirements. However, the system remains vulnerable to network-
level anonymization and de-anonymization attacks, as adversaries may still re-identify
individuals by correlating external data.

Similarly, Danarto Tri Sasongko and Setiadi Yazid proposed a CBDC design method-
ology in 2020 that integrated both DLT and non-DLT systems [85]. The system combines
DLT and non-DLT technologies, allowing the public to use wholesale DLT-based CBDC.
It enhances interbank settlement efficiency, strengthens monetary control, and lowers
user costs, while mitigating bank disintermediation. The two-tier architecture involves

central bank-commercial bank transactions in the first tier and CBDC distribution to
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the public by commercial banks in the second. These banks act as DLT nodes, develop
user-facing applications, and maintain token accounts for unallocated funds. The DLT
chain features immutable, ordered transaction data across interconnected areas, which
cannot be efficiently analyzed. Transaction data is stored and synchronized via relational

or NoSQL databases [86].

2.8. Access Model

While ledger technology discusses how this data is recorded and managed, the access
model focuses on who can access this data, to what extent, and under what conditions. As
shown in Figure 4, user access patterns fall into three categories: account-based, token-
based, and hybrid. Account-based CBDCs require identity and account verification,
whereas token-based models operate independently of identity systems. Instead, they

verify the authenticity of the digital tokens to conduct the transaction [87].

2.3.1. Account-based Model

Even though decentralized cryptocurrencies are growing rapidly, many people still
prefer account-based access over token-based CBDCs when using CBDC [88]. Account-
based CBDC, also known as register-based CBDC [49], relies on payment technology
enabling instant, low-cost settlements. The system operator authenticates users and
grants permission to modify accounts or CBDC only after verifying appropriate access
rights. Account-based models are considered highly viable due to their balance between
data privacy and payment system security [89]. CBDC is transferred between accounts
using a centralized database similar to traditional banks [87], with user fund information
and transaction records kept in the account. It is typically capable of handling high
transaction volumes and is suitable for large-scale use [90].

Moreover, account-based CBDC can limit CBDC holdings, even if they are controlled
and regulated by the central bank. Identity traceability facilitates (AML) enforcement
supervision, and the risk of CBDC in cross-border circulation may be effectively reduced
[89]. However, the issue of recognition of identity information across different countries
still needs to be addressed. Overall, account-based models offer strong regulatory benefits

but face international interoperability challenges.
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2.83.2. Token-based Model

Another model is the token-based system, which works similarly to cryptocurrencies
like Bitcoin [91]. In token-based CBDC systems, tokens are usually transferred with-
out going through a centralized hub, with the initiator of the transaction transferring
the tokens directly to the receiver. The token contains all the information needed for
the recipient to verify the legitimacy of the transaction. The recipient of the token is
authorized to validate the token to ensure that it is secure and usable [92].

To maintain consistency and prevent double spending, token models often restrict
token divisibility or implement tamper-evident mechanisms [90]. For instance, a $10
token cannot be split into two $5 tokens, ensuring transaction consistency and preventing
double spending. Moreover, as token-based CBDC doesn’t rely on a centralized ledger
and uses digital signatures for verification, signatures can typically be validated locally,
enabling offline transactions.Tokens generally offer more privacy, but they usually require
a distributed ledger, which complicates the payment system [87].

Moreover, the security of token-based CBDC mainly depends on private keys, which
can be inconvenient for individuals to manage [93]. Loss or theft of a private key can result
in the loss of digital assets. As private keys are complex character strings, managing them
requires technical skills such as backup or hardware wallet usage. A practical solution is
needed, with e-wallets being a common option.

User wallets are broadly categorized as custodial and non-custodial [50]. In custodial
wallets, CBDC is stored off-device and managed by a third party. This model is more
user-friendly and suitable for novices due to its simplicity and available support, though
users must still manage accounts and passwords securely and remain aware of potential
risks [94]. In contrast, non-custodial wallets give users full control over assets and private
keys, reducing reliance on third parties but requiring greater technical proficiency to
ensure key security. CBDC wallets are typically software-based, but offline transactions
often require integrated hardware and software solutions, as shown in Figure 4.

Offline payments are essential for financial inclusion and system resilience [39], yet
they pose significant privacy and compliance challenges. A promising approach combines
hierarchical system architecture with auditable anonymity to balance these concerns [36].

To strengthen trust, central banks should avoid holding sole decryption authority, instead
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employing secure multi-party computation (MPC) or threshold encryption. Additionally,
delayed synchronization and post-transaction compliance reporting mechanisms can re-
duce the risk of misuse in offline environments.

Privacy-preserving technologies—such as anonymous credentials, zero-knowledge proofs,
and verifiable encryption—can conceal sensitive identity and transaction data while en-
abling detection of double spending through auditability. Robust private key manage-
ment is equally important. Biometric authentication (such as fingerprint or facial recog-
nition) enhances usability, while social recovery mechanisms support secure key retrieval
through trusted contacts or recovery phrases, mitigating asset loss due to key misman-

agement.

2.8.8. Hybrid Access Model

A CBDC system can incorporate a token-based design even with authentication in
place. To enhance flexibility, it may combine account-based and token-based access mod-
els, each with distinct advantages and limitations. A hybrid approach helps offset their
respective drawbacks—for instance, account-based transactions suit large or business-
to-business payments, while token-based ones are better for micropayments and retail
use.

One such implementation of the hybrid model is HybCBDC [51]. It integrates
account-based and UTXO-based subsystems to balance confidentiality and transparency
through a hybrid access model. The account-based layer handles wholesale and retail
transactions, akin to real-time gross settlement systems, while the UTXO-based layer
supports retail-level private payments, with UTXOs functioning as tokens. These sub-
systems are linked via the Interchain Communication Protocol (IBC), enabling CBDC
transfers within and across layers. Financial institutions oversee currency conversion
between the two subsystems.

In the context of CBDC, programmability (Figure 4) refers to the ability to define
the behavior of a currency in digital form through a computer program [95]. Currency
programmability enables embedded functions within the payment chain and can be im-
plemented via traditional accounts or digital tokens—through APIs in the former and
smart contracts in the latter.

Additionally, user access to the CBDC model is inevitably tied to the onboarding pro-
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cess, as shown in Figure 4, which involves user registration and authentication. There are
single-tier and multi-tier structure types [56]. To implement risk hierarchy management,
the central bank may choose a multi-tiered user verification system. This system pro-
vides users with different levels of validation options to enable risk hierarchy management
[96, 97]. Lower levels of authentication generally mean that users are more restricted in
their use of CBDC, such as transaction limits or wallet balance restrictions. As authen-
tication levels increase, users gain higher privileges and more lenient restrictions. In
contrast, single-tier onboarding mechanisms provide the same authentication message
for all users [56]. Such systems are typically simpler but limited in scope. These choices
relate to Know Your Customer (KYC), a process where institutions verify user identities
to mitigate risks like fraud and money laundering, applying transaction privileges based
on verification levels.

The adoption of distributed ledger technologies such as blockchain can simplify the
KYC process [34]. Traditional KYC processes require repeated authentication across
institutions, resulting in redundancy, inefficiency, and higher data leakage risk. In a DLT-
based CBDC system, once verified, a customer’s KYC information can be shared across
nodes, eliminating the need for resubmission and reducing duplicate data collection. This
streamlined approach often relies on smart contracts for implementation.

Additionally, many digital currencies have incentives, such as Bitcoin’s mining re-
wards and Ether’s transaction fees. The CBDC design can consider incentives both in
terms of remuneration and restrictions [56]. One can consider whether there should be

interest generation or transaction restrictions.

2.4. Application Area

The design of the application Area is essentially to determine the object-orientation
of the CBDC. Retail CBDC is a public-facing digital currency used for daily transac-
tions and is intended to complement existing banknotes and cash [98, 52]. In contrast,
wholesale CBDC is used for large-value payments and settlements between financial in-

stitutions [98].
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2.4.1. Retail CBDC

The purpose and roles of retail CBDC vary across different countries. In developed
countries, the issuance of retail CBDC aims to improve payment efficiency, security, and
resilience [99]. Meanwhile, the motives for issuing retail CBDCs in developing coun-
tries focus on promoting financial inclusion, improving payment efficiency, and ensuring
effective implementation of monetary policy [54, 40, 99, 4].

Typically, retail CBDCs are legal tender, serve as a means of payment, function as
a cash supplement, operate on a secure and adaptable payment infrastructure, ensure
interoperability and full usability, and offer users a competitive ecosystem with instant,
secure, and cost-effective services [100]. However, some scholars argue that retail CBDC
may not only serve as a supplement to cash but also as a substitute for or operate
in parallel with cash [58]. Nevertheless, retail CBDCs share some characteristics with
cash, with token-based retail CBDCs ensuring anonymity. It should be noted that,
unlike virtual currencies, the anonymity of retail CBDCs is subject to limitations to
restrict illicit behavior, but there is currently no standard or quantitative guideline for
an acceptable level of anonymity [58].

Retail CBDCs offer diverse and technically feasible design options. They may be
directly managed by the central bank or distributed via financial institutions. Ledger
choices include traditional centralized systems or DLTs like private blockchains. Currency
can be stored in bank accounts or digital token wallets. As retail CBDCs serve the public,
funds should be accessible 24/7 [58].

In addition to retail CBDCs, fast payment systems (FPS) offer real-time or near-real-
time retail transactions, typically using commercial bank or electronic currencies. Table 4
compares the two, highlighting their distinct features and complementary roles in policy
support. Both enable instant transactions and multiple channels, but retail CBDCs
emphasize financial inclusion and stability, while FPS is more effective for cross-border

payments.

2.4.2. Wholesale CBDC
Wholesale CBDC are used by banks or financial institutions for mutual payments and
are not accessible to the public [101]. Unlike retail CBDC, wholesale CBDCs often involve

a hybrid model for access and storage, such as tokens stored under a bank account [58].
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. ayments
protection Lt
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improve the efficiency of payment |transactions, promote payment
Policy Objectives systems, preserve financial stability |system security and efficiency,
and protect the monetary anchor

role of central bank money.

increase financial inclusion, and
promote competition.

Financial stability risks, monetary
policy transmission risks,
operational and cybersecurity risks,
privacy and data protection issues,
and the role of intermediation in
the existing financial ecosystem.

Credit risk, liquidity risk and legal
and operational issues of cross-
border payments.

Risks and Challenges

Table 4: Comparison of Retail CBDC and FPD, adopted from [41].

Wholesale CBDCs are primarily used for large-value digital currency transactions and
cross-border payments. For most countries that have issued or plan to issue wholesale
CBDCs, the goal is to improve the efficiency of cross-border payments [99]. Wholesale
CBDCs, which usually use DLT, can enhance the efficiency of cross-border payments by
addressing existing problems in cross-border bank payments, such as high costs, slow
speeds, and lack of transparency [102]. Due to the large amounts involved, wholesale
CBDCs are generally not traded by non-banking institutions.

Wholesale CBDCs can be categorized into three types [58]: non-convertible, limited
to a single jurisdiction; convertible, allowing exchange between two jurisdictions; and
universal, designed for multi-country circulation. Their technical implementation is in-
creasingly complex compared to RT'GS modifications. Domestic wholesale CBDCs are
typically non-convertible, while cross-border models fall under convertible or universal
types. Among these, the generic wholesale CBDC model shows the greatest potential
for addressing cross-border payment inefficiencies [103]. However, its adoption may be

constrained in countries with underdeveloped financial infrastructures due to substantial
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technological, financial, and operational demands.

Cross-border CBDC systems must account for multi-currency transactions. Differ-
ences in technical standards and infrastructure across jurisdictions pose challenges to in-
teroperability, a key factor in reconciling currency and ledger disparities [42]. Traditional
solutions rely on trusted intermediaries, introducing reliance on trust. One alternative
is using smart contracts to define cross-book payments between script-enabled ledgers,
while non-scripted ledgers require bridge ledgers [104, 105]. However, this approach con-
fines users to specific environments, adds trust assumptions, and increases SPF risk.
Another method introduces a middle layer that abstracts transaction authorization, en-
abling ledger-independent cross-ledger applications [106]. While this simplifies develop-
ment, such middleware must be carefully designed to prevent non-compliant operations
like money laundering.

Earlier, we discussed the spatial coverage and currency areas of CBDCs [56], referring
to the countries where CBDCs are used and the total amount in circulation. The spatial
coverage of CBDCs may not align with currency boundaries. For instance, the Eurozone
spans multiple countries using a single currency, the Euro. Meanwhile, countries like
France and Canada are developing their own CBDCs, suggesting that multiple CBDCs
could coexist within a single jurisdiction.

Platforms such as Corda, Quorum, and Hyperledger Fabric are commonly used in
wholesale CBDC development [69], offering enhanced transparency, security, and im-
mutability. Distributed ledger technology mitigates SPF risks by replicating transaction

records across multiple nodes.

2.4.3. Hybrid of retail CBDC and wholesale CBDC

Both CLT-based CBDC and DLT-based CBDC have their own strengths and draw-
backs. The main advantages of retail CBDC may include providing users with a highly
liquid, low-risk, and universally available means of payment [103]. The main advantages
of wholesale CBDCs include faster, safer, and cheaper cross-border payments [103]. Most
CBDCs are designed to minimize risk by choosing a hybrid model of the two.

Huseyin Oguz Genc and Soichiro Takagi [52] propose a hybrid CBDC in which the
central bank issues and manages the base currency, while payment processing is han-

dled by financial institutions or payment service providers (PSPs)—essentially a 2-tier
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model. This design mitigates bank disintermediation risks and ensures the involvement
of institutions like commercial banks. The digital euro design program is also based on a
combination of the two models [90]. This model combines a CLT-based platform (TTPS+)
with a token-based DLT system (e.g., itCoin). Similarly, China’s e-CNY adopts a hybrid
CBDC approach, offering the convenience of retail use while ensuring wholesale-level
security [52].

The scope of application of CBDCs is also considered in terms of spatial coverage and
monetary area [56]. This involves considering whether CBDCs are used domestically or
across borders, and whether a single currency or multi-currency model is used. There are
three main types of cross-border CBDC use: one through intermediary media, another
through interfaces to achieve interoperability between different systems, and the third

using a unified CBDC system.

2.5. CBDC Ecosystem

Building on prior discussions and the Bank of Canada’s statement [107], we provide
a conceptual overview of the CBDC system architecture using Figure 5. The figure
offers a comprehensive view of the ecosystem, illustrating both the interactions among
participating entities and the technical support provided by the underlying ledger. This
helps to better understand the operational mechanism of the CBDC system.

As shown in Figure 5, the CBDC ecosystem comprises a Core System and a Broader
Ecosystem [107]. The core system includes the Core Rulebook, set by the central bank
and binding for all participants, and the Core Infrastructure, which together provide the
system’s foundation and operations. The broader ecosystem covers additional infrastruc-
ture and entities supporting CBDC functionality beyond the core. Figure 5 highlights the
key participants in the CBDC ecosystem: end-users, central banks, and intermediaries.

End-users conduct transactions and payments, including individuals, merchants, and
financial institutions depending on the application context. The central bank designs,
manages, and oversees the system to ensure security, stability, and policy alignment. It
also handles issuance and redemption of CBDCs and may assume intermediary functions
in some models. Intermediaries serve as key bridges in the CBDC system, responsible
for circulation, user registration, payment processing, and customer service. Their roles

vary by system architecture and may include banks, payment service providers, and other
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financial institutions. The ecosystem also involves supporting entities like regulators,
though they are beyond the scope of this section. The operation of the CBDC ecosystem
relies on the collaboration of rules and infrastructure, which includes, but is not limited

to, the following key components:

e The Rulebook is the legally and technically based framework within which the
entire system operates [107]. The central bank defines the legal basis, governance
framework, risk management, and participant access requirements within the Rule-

book.

e The Core Infrastructure [107] consists of the Core Ledger and all components re-
sponsible for ensuring that the Core Ledger is operational, transactionally secure,
and tamper-proof. This includes, but is not limited to, smart contracts, privacy
components, and security features. The core ledger is a key part of the core in-
frastructure, which also supports CBDC issuance, redemption, and settlement. It
enables the central bank to monitor, implement remuneration mechanisms, and
exercise centralized control. While the central bank typically manages the core

infrastructure, DLT-based systems may involve intermediaries in its operation.

e The Processing Infrastructure, a key component of the broader ecosystem, handles
CBDC payment processing tasks such as message preparation, processing, and
reconciliation. It links end-user devices to the core infrastructure, ensuring efficient
transmission of transaction data—essential for system stability. While typically
operated by intermediaries, the central bank may also be involved in 1-tier or

systems with a mix of direct and indirect CBDC.

Beyond the Processing Infrastructure, the broader ecosystem includes user terminals,
digital identity systems, and interoperability modules for integration with other CBDC
or payment systems. These components are generally managed by intermediaries or third
parties. The role interaction pattern in the CBDC ecosystem depends on its architectural

design (see Figure 5). There are three main scenarios:

e the central bank directly interacts with users (a), processes all real-time payments,
and records CBDC holdings. It also operates both the underlying and processing

infrastructures (d+e). It is a direct CBDC architecture.
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e intermediaries handle consumer interactions and exchange necessary information
with the central bank (b+c). The central bank manages the core infrastructure (e),
while intermediaries operate the processing facilities (f) and may assume additional
roles defined in the rulebook (f+g). In some cases, the central bank also addresses

infrastructure-related functions (f4+d). This structure is indirect.

e In a hybrid architecture, central banks are directly involved in some of the CBDC
transaction processing (a+b+c). The central bank and intermediaries interact with
the infrastructure in a similar way. This architecture combines direct and indirect

models.

When a user completes a transaction, the interaction path follows h—i—k—j. Specif-
ically, end-user A initiates a transfer to B via a device, triggering identity verification
through the digital identity system (h). If authentication fails, a failure notice is re-
turned (h); if successful, payment processing begins (i). A failed transaction returns an
error via path k; if successful, a confirmation is sent (k), the data is stored, and relevant

information is synchronized to the core ledger (j).

3. Recent CBDC Systems

According to the Atlantic Council [108], as of March 2025, three countries have issued
CBDC s, and 44 countries or currency unions are piloting or have piloted CBDC projects.
Many experiments aim to validate technological feasibility and emphasize payment sys-
tem stability and security. For example, Project Aber [109], based on Hyperledger Fabric,
explored cross-border payments using DLT. Beyond payment applications, it also pro-
posed future uses such as serving as an RT'GS backup, settling other assets (e.g., bonds),
and enhancing interoperability with international central banks.

The Bank of Thailand’s Retail CBDC Pilot Project [30] highlights CBDC’s potential
in retail payments, particularly for financial innovation and programmable payments,
while revealing challenges such as business model sustainability for non-bank institu-
tions, offline device stability, and dual payment handling. Similarly, Hungary’s Digital

Student Safe project [25] examines CBDC’s role in promoting financial inclusion among
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students. The Bank of Japan’s pilot [26] has advanced in technology and functional-
ity testing, demonstrating real-world feasibility but still faces issues related to privacy,
system integration, and regulatory compliance.

User experience and market acceptance are critical to CBDC adoption. The Bank of
Japan’s pilot [26] gathered feedback on interface and functionality to assess user accep-
tance. Palau [29] conducted similar tests for its stablecoin system. The Bahamas’ “Sand
Dollar” project [43] highlights CBDC’s role in promoting financial inclusion and stresses

the need for robust regulatory frameworks to ensure financial stability and security.

3.1. Issued and Pilot CBDC

Ultimately, 26 complete design schemes were identified across regions and organiza-
tions. Based on the outlined design options, Table 5 surveys CBDC projects by system
architecture, ledger technology, access model, and application areas. Of these programs,

three of them have already been issued and the remaining 23 are being piloted.

Based on the 26 projects in Table 5, their main design options are summarized in
Figure 6.The results show that 92% of countries adopted a 2-tier architecture, while only
8% chose a 1-tier model, as shown in Figure 6(a). All three countries that have issued
CBDCs use the 2-tier model with intermediary access. As shown in Figure 6(b), 65%
of projects adopted DLT, 23% used a hybrid of centralized and distributed technologies,
and only three countries chose a traditional centralized ledger, including the issued Jam-
Dex. Similarly, in Figure 6(c), over half the projects adopted a token-based access model,
while 23% used account-based models, and another 23% implemented a hybrid of both.
Regarding application areas, Figure 6(d) shows most CBDC projects target retail (42%),
followed by combined retail and wholesale (39%), and exclusively wholesale applications
(19%). The above analysis indicates that 2-tier, DLT-based, and token-based designs
dominate both implemented and pilot CBDC projects worldwide.

It is worth noting that Helvetia III, the third phase of Switzerland’s Helvetia project
(Table 5), represents a pioneering pilot of this model and marks the world’s first issuance

of a wholesale CBDC (wCBDC) on a regulated third-party platform. On the SIX Digital
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CBDC Country/ Status Architecture Ledger Access Model Application
Projects Area Technology Area
Sand Dollar Bahamas Issued 2-tier [110, 52, 23] DLT [110, 23] Account-based [23] Retail [23]
ENaira Nigeria Issued 2-tier [111] DLT [111] Token-based [111] Retail [111, 52]
Jam-Dex Jamaica Issued 2-tier [23] CT [23] Token-based [23] Retail [23]
DCash Eastern Pilot 2-tier [112, 23] DLT [112, 23, Token-based [112, Retail [112, 23,
Caribbean 113] 23, 113] 113]
BE-CNY China Pilot 2-tier [110, 4] Hybrid [4] Hybrid [4] Hybrid [114, 4]
B-Cedi Ghana Pilot 2-tier [111, 115, CT [115] Token-based [111, Retail [111, 96]
96] 96)
Digital Kazakhstan Pilot 2-tier [116] DLT [116] Token-based [116] Hybrid [116]
Tenge
Digital Ru- India Pilot 2-tier [34, 117] DLT [34] Hybrid [34, 117] Hybrid [117]
pee
United Arab
Project Aber Pilot 1-tire [109] DLT [109] Account-based [109] | Wholesale [109]
Emirates
Saudi Arabia
Helvetia Switzerland Pilot 2-tier [24] DLT [32, 24] Token-based Wholesale
[32, 24] [32, 24]
Project South Africa Pilot 2-tier [79] DLT [79] Hybrid [79] Wholesale [79]
Khokha
Student Hungary Pilot 1-tire [25] CT [25] Account-based [25] Retail [25]
Safe
China
Hongkong
Mbridge Saudi Arabia Pilot 2-tier [118] DLT [118] Hybrid [118] Wholesale [118]
Thailand
United Arab
Emirates
Digital Yen Japan Pilot 2-tier [26] Hybrid [26] Account-based [26] Retail [26]
Digital Eswatini Pilot 2-tier [27] Hybrid [27] Token-based [27] Retail [27]
Lilangeni
E-AUD Australia Pilot 2-tier [28] DLT [28] Token-based [119] Hybrid [28]
Palau Sta- | Palau Pilot 2-tier [29] DLT [29] Token-based [29] Hybrid [108]
blecoin
Digital Baht Thailand Pilot 2-tier [30] Hybrid [30] Token-based [30] Hybrid [30]
B-HKD Hong Pilot 2-tier [120] Hybrid [120] Hybrid [120] Hybrid [108]
Kong,China
Digital Won South Korea Pilot 2-tier [108] DLT [108] Token-based [108] Hybrid [108]
Digital ru- Russia Pilot 2-tier [121] Hybrid [121] Account-based Hybrid [121]
ble [121]
Digital Lira Turkey Pilot 2-tier [122] DLT [122] Account-based Retail [119]
[122]
E-hryvnia Ukraine Pilot 2-tier [123] DLT [124] Hybrid [124] Retail [123]
E-krona Sweden Pilot 2-tier [7] DLT [7] Token-based [7] Retail [7]
Digital Euro Spain Pilot 2-tier [108] DLT [108] Token-based [108] Wholesale [108]
DREX Brazil Pilot 2-tier [125] DLT [125] Token-based [125] hybrid [126]

Table 5: CBDC in Different Countries/Areas.

Exchange (SDX), the project issued a single-currency wCBDC for settling tokenized as-

set transactions within Switzerland. It successfully implemented multiple tokenized bond

issuances and secondary market transactions, while addressing challenges such as gov-

ernance, currency fragmentation, and future connectivity with other payment systems,

alongside the integration of privacy-preserving technologies.
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Figure 6: Overview of Each Design Option

The project adopts a two-tier architecture: the central bank issues the CBDC, while
private-sector platforms handle its distribution and transaction processing. It is built
on Corda DLT, designed for financial institutions and regulated environments, using a
permissioned ledger accessible only to entities in Switzerland’s RTGS system. To prevent
double spending, a notary service validates transaction inputs and updates the ledger
state accordingly. Smart contract functionality supports complex transaction logic and
automates processes such as issuance, trading, and settlement of tokenized assets.

Beyond technological advancement, Helvetia III ensures seamless integration with the
Swiss RTGS, enabling smooth asset conversion and transaction processing from tradi-
tional systems to distributed ledgers. This design enhances currency stability and secu-
rity while minimizing reconciliation requirements. To mitigate the risk of fragmentation
— especially when multiple third-party platforms are involved — the project employs

standardized automation and aligns SDX operating hours with the RTGS system.

3.2. Challenges in CBDC' Implementation

Although many countries have issued or piloted CBDCs, overall adoption remains
low. As of 2023, Jam-Dex accounted for just 0.1% of money in circulation, and e-yuan

represented only 0.16% of the MO supply. By August 2024, Sand Dollar circulation
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reached $2.39 million—just 0.5% of banknotes—with per capita usage below $3 [43].
Several factors contribute to this limited uptake.

A key concern with CBDCs is their potential vulnerability to cyber-attacks due to
underlying technologies [44]. Design-related technical challenges are real and require
urgent attention. Australia’s retail CBDC study [28] noted that while cryptography en-
hances security, it also increases computational load, reducing transaction speed. Issuing
larger token denominations may alleviate this but does not resolve the core efficiency
bottleneck.

Additionally, the choice of ledger technology, particularly whether to adopt DLT,
requires careful evaluation, as it may reduce transaction speed and limit scalability.
Additionally, enabling fully offline payments and managing risks from programmability
are critical challenges that must be addressed in CBDC design.

While research on CBDCs is expanding, several projects have stalled or been dis-
continued. As early as 2014, Finland implemented a CBDC-like system, but reliance
on costly smart cards led to its termination. In 2018, El Salvador abandoned its retail
CBDC due to low demand and trust issues [35]. In 2024, both Canada and Australia
suspended their CBDC plans [31]; a Bank of Canada survey showed 90% of respondents
were concerned about privacy and fund security, and 92% were unwilling to use a digital
Canadian dollar [127]. Similarly, the U.S. banned CBDC issuance and use in January
2025 [128].

Unsurprisingly, most of these projects are retail-focused, in countries where alterna-
tive digital payment solutions are already widely available. Existing systems often meet
daily transaction needs, while users remain concerned about CBDC technical design and

privacy security.

4. Discussion

4.1. Privacy Protection in CBDC System

Numerous studies have highlighted that privacy is a critical consideration in the
design of CBDC systems [129, 130, 45, 46]. Unlike cash, CBDCs are based on a digital
ledger, meaning that transaction records can be tracked and monitored [131]. Common

methods include, but are not limited to, the following:
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e Privacy-Enhancing Technologies (PETS), including Zero-Knowledge Proofs, Homo-
morphic Encryption, and Differential Privacy, support secure transactions without
disclosing user information. These techniques are typically embedded at the archi-

tectural level, though they may be error-prone and require rigorous design[45, 132].

e To protect privacy, CBDC systems should separate personally identifiable infor-
mation from transaction data and minimize the visibility of user data to central
authorities [133, 131]. Centralized storage heightens the risk of misuse, making

data segmentation a key strategy for reducing attack surfaces.

e CBDC design must balance legal compliance with user anonymity. Government
access to personal data should be limited to lawful and clearly defined circumstances

to prevent excessive surveillance[45].

e Enhance the right of users to control their data. CBDCs should be designed to
empower users by ensuring they have control over how their data is accessed, shared,

and transferred [45].

The programmability of a CBDC can influence privacy protection by enabling the
enforcement of predefined rules and conditions, potentially allowing for the monitoring
or restriction of user behavior [45]. While this functionality may support policy imple-
mentation, it must be carefully designed to safeguard user privacy and comply with legal
and regulatory requirements.

CBDC privacy protection must address both data confidentiality and resilience against
security threats [45], including tampering, loss, and unauthorized disclosure. Although
DLT can enhance security, many public blockchains (e.g., Bitcoin, Ethereum) expose
sender and receiver addresses [134], making users vulnerable to re-identification via net-
work analysis, address clustering, and transaction fingerprinting [135, 15].

In the design and implementation of CBDC systems, balancing personal data protec-
tion, transaction traceability, and regulatory compliance remains a central challenge. To
address this, innovative liquidity-saving mechanisms should be continuously explored to
reconcile privacy with auditability—particularly in real-time settlement environments,

where post hoc transaction tracing becomes increasingly difficult[46].
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4.2. Social, Institutional, and Monetary Implications
4.2.1. Impacts on Payment Systems and Financial Inclusion

Central Bank Digital Currencies (CBDCs) are poised to transform payment systems
by integrating advanced technologies such as Distributed Ledger Technology (DLT) and
blockchain. Originally deployed in private-sector applications, these technologies are
now increasingly adopted in sovereign digital currency designs to support secure, trans-
parent, and interoperable transaction infrastructures. Notably, cross-border CBDC ini-
tiatives—such as Project mBridge—are accelerating innovation in DLT by focusing on
interoperability and multi-jurisdictional coordination [136].

One of the most significant areas of impact is cross-border payment efficiency. Tradi-
tional systems typically rely on chains of correspondent banks, each handling reconcilia-
tion, settlement, and compliance, leading to high costs, delays, and operational complex-
ity. In contrast, wholesale CBDCs can integrate multiple national currencies into a unified
settlement layer, minimizing the role of intermediaries and enabling near-instantaneous,
low-cost cross-border transfers[110]. By simplifying architecture and enhancing trace-
ability, CBDCs offer a promising alternative to legacy systems.

In addition to improving systemic efficiency, CBDCs also offer opportunities to ad-
dress long-standing issues in financial inclusion. The adoption of CBDC systems is
expected to significantly promote financial inclusion in some countries [89, 110]. Many
individuals lack access to banking services due to high account-opening barriers or ge-
ographic constraints [89]. With lower adoption costs, CBDCs can reach underserved
populations by simplifying authentication and enabling community-based access. How-
ever, the persistence of the digital divide highlights the need to ensure that vulnerable
groups—such as the elderly and rural populations—can effectively access these systems.
This requires careful attention to device compatibility, user interface design, and offline

accessibility[46].

4.2.2. Implications for the Banking Sector and Monetary Policy

Beyond their impact on payment systems and inclusion, CBDCs also pose struc-
tural implications for the traditional banking sector. As central bank liabilities, CBDCs
offer high security and could draw deposits away from commercial banks [110]. To re-

tain customers, banks may raise deposit rates, increasing operational costs. In times
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of economic instability, mass conversion of deposits to CBDCs could heighten liquidity
and bankruptcy risks [89]. Conversely, CBDCs create new opportunities for Non-Bank
Financial Institutions (NBFIs) to access the system and expand service offerings [110].
By reducing reliance on commercial intermediaries, CBDCs may facilitate a more
direct and efficient transmission of monetary policy [110]. They may also help overcome
the zero interest rate floor—the constraint that nominal rates cannot fall below zero
without prompting cash hoarding. During recessions or deflation, this limits central
banks’ ability to stimulate demand. CBDCs enable the design of incentives that reduce

reliance on cash, offering greater flexibility and enhancing policy effectiveness.

5. Conclusion

This paper surveys research conducted between 2016 and 2025 on the design, im-
plementation, and impact of CBDC systems. It analyzes the multidimensional design
of CBDC systems across four main dimensions: architecture, ledger technology, access
model, and application areas. Additionally, the paper summarizes and analyzes current
design options for CBDC systems, concluding that the most popular CBDC system de-
sign, based on current research, is a combination of a two-tier architecture, token-based
access, and distributed ledger technology. The paper also emphasizes the critical balance
between privacy protection and legal compliance. However, most current CBDC systems
are still in experimental pilot phases rather than large-scale deployments, and actual
application data may differ in the future. Furthermore, the application of CBDC in
cross-border payments may become a primary focus for central banks. If CBDC is to be
adopted globally, it must be driven by multiple benefits while also balancing its relation-
ship with existing financial institutions and private payment systems. Concerns regarding
the technology behind CBDC systems remain a major barrier to their widespread adop-
tion. Future research should focus on addressing these challenges. This survey provides
a theoretical foundation for the design and implementation of CBDC systems, serving as

a catalyst for optimizing their design and advancing CBDC development.
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